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Abstract—This paper presents a path-following controller for
a quadrotor system to guarantee safe maneuvers, in terms
of forward path invariance, in the presence of cyber-physical
attacks. We assume that an adversarial agent can control any
one of the rotors through a false data injection (FDI) type
of attack. A feedback controller is designed using transverse
feedback linearization which guarantees that the system follows
a class of smooth curves under FDI attacks. Our proposed con-
troller is computationally efficient, with a closed-form analytical
expression, that not only mitigates the effect of bounded malicious
signal but also ensures mission success. We provide theoretical
guarantees of forward path invariance under FDI attacks with
realistic assumptions and demonstrate the effectiveness of our
approach through simulation.

Index Terms—Path following, geometric control, adversarial
agent, set invariance, cyber-physical attacks.

I. INTRODUCTION

Unmanned aerial vehicles (UAVs) such as quadrotors have
important applications in many areas such as search and res-
cue, emergency management, package delivery, surveillance,
agriculture, and drone photography. In all these applications,
a typical mission involves a high-level path planning task of
finding an obstacle-free path and then a low-level control task
of designing a control policy to track the planned trajectory
in a safe manner [1]. One way of ensuring safety is to render
the path forward-invariant [2], [3]. Achieving invariance (safe
maneuver), however, in the presence of cyber-physical attacks
is a challenging problem. The design of a controller that
can guarantee forward path invariance in the presence of
adversarial attacks is the main focus of this paper.

The problem of trajectory tracking for quadrotors has been
considered in [4] in the presence of cyber-physical attacks.
However, as highlighted in [5], typical trajectory tracking
solutions have performance limitations; they cannot guaran-
tee that a system stays on a trajectory once it reaches it.
These limitations are overcome in [6], [7], where the authors
provided an alternative path-following controller that ensures
that the system sticks to the path, once it hits the trajectory,
by providing guarantees on forward path invariance, and that
has essentially better safety properties. These works, however,
do not consider adversarial attacks. In this paper, we aim
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to design a controller that can ensure safety during path-
following using forward path-invariance in the presence of
cyber-physical attacks.

A problem somewhat similar, but fundamentally different,
is considered in [8] where the authors provide a set invariance
argument but it is not path invariance. Specifically, their
controller guarantees that the system stays within a bound of
the desired point or trajectory, while in our work, we want to
ensure that once the system reaches the curve, it never leaves
the curve. Hence, the goal of our controller design is to make
the given path asymptotically stable and forward invariant.

In this paper, we consider a particular type of cyber-physical
attack in UAVs, namely false data-injection (FDI) attack [9],
[10], where we consider a quadrotor system with only one
vulnerable input and assume that this actuator is hijacked
in the sense that the adversarial agent overrides the control
input and injects a malicious signal into the actuator. Our
goal is then to design a control signal for the remaining
actuators to ensure a safe maneuver, i.e., follow a given curve
with little or no deviation. Our method does not assume
an a priori attack model; rather, the attack is detected (for
various attack detection mechanisms in CPSs, see [11] and
references therein) and the instantaneous resulting motor speed
is measured. The main theme of this paper is thus to design
a controller that not only mitigates the effect of the malicious
signal, but also fulfills some mission objectives, especially in
terms of safety.

We treat the path-following problem under false data injec-
tion (PFP-FDI) as a set stabilization problem [12], where the
given path is represented as a set, and then we stabilize the
maximal control invariant subset of the path [2] and render
it as an invariant set in the presence of adversarial attack
of FDI type. Our solution is based on transverse feedback
linearization (TFL) [13]. The problem is challenging because
the quadrotor system under adversarial attack is not differen-
tially flat and subsequently has uncontrolled internal dynamics.
Despite that, we show, by designing computationally efficient
closed-form controllers, that the quadrotor system with one
rotor fully controlled by an adversarial agent follows the
desired path in a strict sense.

While the details of our controller design and theoretical
results can be found in the paper, we summarize our main
contributions below:

1) A well-defined vector relative degree of a quadrotor sys-
tem in case of one rotor fully controlled by an adversarial
agent (Lemma 1);



2) A diffeomorphism that geometrically transforms the
quadrotor system into a partial linear system (Lemma 2);

3) Asymptotic stability and invariance of a given path in
the presence of adversarial attacks on a single motor
(Theorem 1).

A. Notation

We represent a vector x ∈ Rn with components
x1, x2, . . . , xn by x = col(x1, . . . , xn). For Euclidean space,
we denote the inner product and norm by ⟨·, ·⟩ and ∥ · ∥,
respectively. We abbreviate the trigonometric functions as
cθ := cos θ, sθ := sin θ, tθ := tan θ. The point-to-set
distance of a point p ∈ Rn from a nonempty set A ⊆ Rn
is given by ∥p∥A := infq∈A ∥p − q∥. If h : A → B
and s : B → C are two maps, then their composition is
denoted by s ◦ h : A → C. The derivative of a C1 map
f : Rn → Rm at a point p ∈ Rn is written as dfp := ∂f

∂x

∣∣∣
x=p

.

If f, g : Rn → Rn and λ : Rn → R are smooth maps, the
Lie derivatives are denoted by L0

gλ := λ, Lkgλ := Lg(L
k−1
g λ),

LgLfλ := Lg(Lfλ).

II. PRELIMINARIES

In this section, we define a class of parametric curves that
can be represented as a zero-level set of a smooth function
and review some elementary concepts related to curves; for
details, see [14].

Definition 1 (Regular parameterized curve). A parametric
curve σ : I ⊆ R → R3, for some open interval I , is
called a regular curve if for each λ ∈ I , σ′(λ) ̸= 0, where
σ′(λ) := dσ/dλ.

The following proposition shows that any regular curve has
a unit-speed parameterization [14, Proposition 1.3.6].

Proposition 1 (Unit-speed parameterization of a regular
curve). A parameterized curve has a unit-speed reparameter-
ization if and only if it is regular.

This means that every regular curve σ has a parameter-
ization corresponding to which we have ∥σ′(·)∥ ≡ 1. In the
sections to follow, we shall always assume that a regular curve
is unit-speed parameterized.

Definition 2 (L-periodic curves). Let σ : R → R3 be a
parametric curve and let L ∈ R. The curve σ is L-periodic if
σ(λ + L) = σ(λ) for all λ ∈ R. If σ is not constant and is
L-periodic for some L ̸= 0, then σ is said to be closed.

III. MATHEMATICAL MODEL OF A QUADROTOR

In this paper, we consider a standard quadrotor model given
in [7]. Let us consider two right-handed orthonormal frames
in R3, denoted by I =

{⃗
i1, i⃗2, i⃗3

}
and B =

{⃗
b1, b⃗2, b⃗3

}
,

called the inertial and body-fixed reference frames, respec-
tively. The inertial frame I is fixed, i.e., it neither translates
nor rotates. The body-fixed frame, as the name suggests,
is attached to the center of gravity of the quadrotor body.
The orientation of the quadrotor, also known as attitude, is

the orientation of the frame B with respect to the inertial
frame I. The set of all possible orientations is given by
SO (3) :=

{
R ∈ R3×3 : R⊤R = I = RR⊤,det(R) = +1

}
,

which constitutes a Lie group, i.e., SO (3) is a smooth man-
ifold and forms a group under matrix multiplication. The
elements of SO (3) are called rotation matrices. One possible
way to represent rotation matrices is by the three ZYX Euler
angles, namely yaw (ψ ∈ R), pitch (θ ∈ R), and roll (ϕ ∈ R).
To obtain B, we rotate I using the rotation matrix

Rib(Φ) =

cψ −sψ 0
sψ cψ 0
0 0 1

 cθ 0 sθ
0 1 0

−sθ 0 cθ

1 0 0
0 cϕ −sϕ
0 sϕ cϕ

 ,
(1)

where the three Euler angles are denoted by Φ := (ϕ, θ, ψ).
We define the domain of Euler angles with ED :=
{Φ = (ϕ, θ, ψ) ∈ (−π, π)× (−π, π)× (−π, π) : cos θ > 0}.
It is well-known that the map Rib : ED → Rib(ED) is a
diffeomorphism. The inverse map (Rib)

−1 is a coordinate
chart of the Lie group SO (3). While this representation is
unique, it is not global, with singularities at angles θ = ±π/2.
We define Y (Φ) and Y −1(Φ) as

Y (Φ) =

1 0 −sθ
0 cϕ cθsϕ
0 −sϕ cθcϕ

 , Y −1(Φ) =

1 sϕtθ cϕtθ
0 cϕ −sϕ
0 sϕ/cθ cϕ/cθ

 .
(2)

Using the above relationship, the kinematic equation of a
rotating rigid body can be described as Φ̇ = Y −1(Φ)Ω, where
Ω(t) := (p(t), q(t), r(t)) ∈ R3 are body rates of the rotating
rigid body. Let xq(t) := (xI(t), yI(t), zI(t)) ∈ R3 denote the
quadrotor’s position, and vq(t) = (vx(t), vy(t), vz(t)) ∈ R3

be its velocity with respect to the inertial frame I. Let J :=
diag(Ix, Iy, Iz) ∈ R3×3 be the inertia matrix of the quadrotor
expressed in body-fixed frame B. Let m and g be the mass
of the quadrotor and acceleration due to gravity, respectively.
The input torque about the three body axes is denoted by
τ(t) := col(τp(t), τq(t), τr(t)) ∈ R3, which, together with the
combined thrust uf (t), defines the four control inputs of the
UAV system. The translational and rotational drag coefficients
are denoted by kt and kr, respectively, and are assumed to be
the same in all directions. The dynamics of the quadrotor can
be locally represented1 using Euler angles as

Φ̇ = Y −1(Φ)Ω,

Ω̇ = J−1 (τ − krΩ− (Ω× JΩ)) ,

ẋq = vq,

v̇q =
uf
m
Rib(Φ)⃗b3 − g⃗i3 −

kt
m
vq.

(3)

It can be seen that the input of the quadrotor model (3)
is Uτ (t) := (uf (t), τ(t)) ∈ R4. However, the inputs of a
physical quadrotor are forces generated by each propeller.
Let the force generated by the i-th propeller be fi(t) ∈ R,
and we denote all forces of the quadrotor by Uf (t) :=
(f1(t), f2(t), f3(t), f4(t)) ∈ R4. We assume that these thrust

1note that the argument t is dropped for notational simplicity



forces are nonnegative, twice differentiable, and bounded
above by some M < ∞. The force inputs Uf are related to
Uτ by an invertible linear map, whose matrix representation
is given by 

uf
τp
τq
τr

 =


1 1 1 1
0 −l 0 l
−l 0 l 0
d −d d −d



f1
f2
f3
f4

 , (4)

where l is the distance of each rotor from the quadrotor’s
center of gravity and d is the ratio between the drag and the
thrust coefficients of the blade.

Let x(t) = col(Φ(t),Ω(t), xq(t), vq(t)) ∈ R12 be the state
of the quadrotor. We take the output y ∈ R3 of the system (3)
to be the position xq of the quadrotor

y = h(x) = xq. (5)

Next, we consider a quadrotor model under an adversarial
attack.

A. Quadrotor under Adversarial Attack

We assume that only one rotor is vulnerable and without
loss of generality, let us assume that f2 is the vulnerable
input. Meanwhile, the other three control inputs f1, f3, f4
are secure and cannot be attacked. We also assume that
the adversarial agent completely controls the second motor
and can inject a malicious FDI signal, i.e., the thrust force
generated by the second motor is now fully under the control
of the adversarial agent.

Definition 3 (Adversarial Signal). An adversarial signal is a
smooth bounded map A : R≥0×R3 → [0,Ma] ⊂ R, (t, xq) 7→
A(t, xq) for some Ma <∞.

We assume that there exists an attack detection mechanism
that detects the instantaneous value of the adversarial sig-
nal A(t, xq); its value for each instant t ≥ 0 is known to us.
Since actuator two is under attack, it follows from Definition 3
that f2 = A(t, xq). By substituting f2 = A(t, xq) in (4), we
obtain

τp =
(
uf −

τr
d

)(
l

2

)
− 2lA(t, xq). (6)

Under this adversarial attack on the second motor, the
thrust forces f1, f3, f4, can alternatively be represented by
(uf , τq, τr) using (4). Before formally stating the problem,
we make the following mild assumption:

Assumption 1. For all time t ≥ 0, the combined thrust force
uf ̸= 0 and ϕ, θ ̸= ±π/2, i.e., the system does not go into
gimbal lock situation.

Note that this assumption is reasonable: in order for the
quadrotor to be in the air, it needs to have a nonzero combined
thrust force. Also, we highlight that the singularity associated
with gimbal lock is an artifact of the local parameterization,
i.e., Euler angles, on SO(3).

IV. PROBLEM FORMULATION

We consider a regular, smooth curve γ in R3 as the desired
path for our quadrotor to follow. Let σ : R → R3 be the
unit-speed parameterization of γ. The curve γ can be either
closed (see Definition 2), e.g., a circle, or not closed, e.g., a
straight line. It can be shown that there exists a smooth map
s : R3 → R2, s := (s1, s2), such that γ = s−1(0) with
rank(dsy) = 2 for each point y on γ. Since γ = s−1(0), the
path in the output space (5) can be represented by its zero-level
set representation as

γ := s−1(0) =
{
y ∈ R3 : s1(y) = s2(y) = 0

}
⊂ R3. (7)

We lift the path γ to the quadrotor’s state space:

Γ :=
{
x ∈ R12 : s1(h(x)) = s2(h(x)) = 0

}
.

We can now state the path-following control problem in the
presence of adversarial agent:

Problem 1. Consider a quadrotor model (3) satisfying As-
sumption 1, an adversarial agent A given in Definition 3, a de-
sired path γ defined in (7), and a set of initial conditions in the
neighborhood of Γ. Design a controller κ : R12 × Rk → R3

(where k ∈ Z+ is the dimension of the augmented state)
such that the output of the system converges to the set γ, i.e.,
∥y(t)∥γ → 0, as t → ∞, such that Γ or some subset of Γ
becomes asymptotically stable and forward invariant.

It should be noted that the output y ∈ R3 approaches the
curve γ if and only if the state x of the system approaches
Γ [12]. However, in general, the set Γ cannot be made forward
invariant, so we aim to stabilize a subset of Γ and denote it
by Γ⋆ (see [6], [7]). We observe that the path invariance of a
set is a necessary condition for its stability. This means that
asymptotic stability of a set implies its forward invariance.
Next, we present our path-following controller.

V. PATH-FOLLOWING CONTROLLER DESIGN

In general, we cannot stabilize the set Γ, as highlighted
previously, and we seek to stabilize the largest controlled
invariant subset Γ⋆ contained in Γ. We call Γ⋆ the path
following manifold (see [2], [7], [15]). For any trajectory of
the system that is in the path-following manifold, there exists a
suitable choice of control input such that the output associated
with the trajectory can be made to remain on the desired path.
By rendering Γ⋆ attractive and invariant, Problem 1 can be
solved. To obtain Γ⋆, by using the map s : R3 → R2, we
define the following:

α =

[
α1(x)
α2(x)

]
:= s ◦ h(x) =

[
s1 ◦ h(x)
s2 ◦ h(x)

]
. (8)

We see that α in (8) has only two component functions. Since
we have only three control inputs for our attacked quadrotor,
we augment α with one additional function to have the number
of component functions of the output equal to the number of
control inputs. We then check if the augmented output has a
well-defined vector relative degree. For this, let π : R3 → R



be any smooth real-valued function. It can be easily shown
(see [7]) that the virtual output ŷ = (α, π ◦ h) does not have
a well-defined relative degree because the decoupling matrix
is not full rank.

As in [6], we can solve this problem by delaying the appear-
ance of the control input uf using two integrators which are
included through two additional states: x13 := uf , x14 := u̇f .
Define ud := üf and u := col(ud, ur, uq) ∈ R3, where
ur := τr and uq := τq . We write the extended model, with a
slight abuse of notation, as

ẋ = f(x) + g1(x)ud + g2(x)ur + g3(x)uq, (9)

where x = col(Φ,Ω, xq, vq, x13, x14) ∈ R14, and f(x) is as
follows:

f(x) =



Y −1(Φ)Ω

−krp−lx13/2+2A(t,xq)l−Iyqr+Izqr
Ix

−krq+Ixpr−Izpr
Iy

−krr−Ixpq+Iypq
Iz
vq

x13

m Rib(Φ)⃗b3 − g⃗i3 − kt
mvq

x14
0


. (10)

The vectors g1(x), g2(x), and g3(x) are as follows:

g1(x) = col(0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 1),

g2(x) = col(0, 0, 0,−l/(2Ixd), 0, 1/Iz, 0, 0, 0, 0, 0, 0, 0, 0),
g3(x) = col(0, 0, 0, 0, 1/Iy, 0, 0, 0, 0, 0, 0, 0, 0, 0).

(11)
To obtain the largest control invariant subset of Γ, we apply

the zero dynamics algorithm [16] and obtain

Γ⋆ =
{
x ∈ R14 : Lifα(x) = 0, i = 0, 1, 2, 3, 4

}
⊂ Γ. (12)

Having a well-defined vector relative degree is key to our
controller design. To achieve a well-defined vector relative
degree, we choose a function similar to the one used in [6],
[7]. Let Uγ ⊂ R3 be a tubular neighbourhood of the path γ
and define the function

ϖ :Uγ → R
y 7→ arg inf

λ∈R
∥y − σ(λ)∥. (13)

The function defined above is smooth as long as Uγ is
a sufficiently small “tube” around the curve γ. With this
definition, the virtual output function ŷ becomes

ŷ =

 α1(xq)
α2(xq)
π(xq)

 =

 s1 ◦ h(x)
s2 ◦ h(x)
ϖ ◦ h(x)

 . (14)

We now prove that at each point of Γ⋆, the extended quadrotor
system (9) under the bounded adversarial attack A has a well-
defined vector relative degree.

Lemma 1. Given the extended system in (9) with a virtual
output map defined in (14), and an adversarial attack signal
A defined in Definition 3, the system has a well-defined vector

relative degree of {4, 4, 4} for all x ∈ Γ⋆ ∩ {x ∈ R14 : x13 ̸=
0} under Assumption 1.

Proof: Consider any arbitrary x⋆ ∈ Γ⋆ ∩ {x ∈ R14 :
x13 ̸= 0}. Since Γ⋆ ⊆ Γ, x⋆ ∈ Γ and so, the output h(x⋆)
lies on the path γ. This implies that there exists a λ⋆ ∈ R
such that h(x⋆) = σ(λ⋆). By the definition of vector relative
degree, we first show that LgiL

j
fπ(x) = LgiL

j
fαk(x) ≡ 0 for

i ∈ {1, 2, 3}, j ∈ {0, 1, 2}, k ∈ {1, 2} in a neighbourhood
of x⋆. It is easy to see that this holds by simply computing
these Lie derivatives. Then, we need to show that the 3 × 3
decoupling matrix

D(x⋆) =

 Lg1L
3
fα1(x

⋆) Lg2L
3
fα1(x

⋆) Lg3L
3
fα1(x

⋆)

Lg1L
3
fα2(x

⋆) Lg2L
3
fα2(x

⋆) Lg3L
3
fα2(x

⋆)

Lg1L
3
fπ(x

⋆) Lg2L
3
fπ(x

⋆) Lg3L
3
fπ(x

⋆)

 ,
(15)

is invertible. Interestingly, the adversarial attack signal A does
not appear in any entry of the decoupling matrix D(x⋆) and
so, the determinant of D(x⋆) is as follows:

det (D(x)) =
l(x13)

2

IxIym3d
⟨−dχα1, (dχα2 × σ′)⟩ , (16)

where dχαi := col( ∂αi

∂xI
, ∂αi

∂yI
, ∂αi

∂zI
) for i ∈ {1, 2} and

σ′ := col(dσx

dλ ,
dσy

dλ ,
dσz

dλ ). The determinant is zero if and
only if any term in the numerator of (16) is zero. Since
x⋆ ∈ Γ⋆ ∩ {x ∈ R14 : x13 ̸= 0}, the combined thrust x13 ̸= 0
under Assumption 1. Also, span{dχα1, dχα2, σ

′}(x⋆) = R3

(see [6, Lemma V.2]) and so, ⟨−dχα1, (dχα2 × σ′)⟩ ̸= 0 at
x⋆ (see [6, Lemma V.1]). Hence, we have shown that for
each x⋆ ∈ Γ⋆ ∩ {x ∈ R14 : x13 ̸= 0}, det (D(x⋆)) ̸= 0,
and therefore, the extended system has a well-defined vector
relative degree at x⋆.

The well-defined vector relative degree of {4, 4, 4} for
the extended system means that the internal dynamics has
dimension 14− (4+4+4) = 2. So, we require two additional
functions to define a complete coordinate transformation.

Lemma 2. (Diffeomorphism) Suppose Assumption 1 holds,
then for each x⋆ ∈ Γ⋆, there exists a neighbourhood Ux ⊂ R14

of x⋆ such that the map T : Ux → T (Ux) ⊂ R14, defined by ξji
ηi
µk

 = T (x) =

 Li−1
f αj(x)

Li−1
f π(x)

µ(x)

 , (17)

for i ∈ {1, 2, 3, 4}, j ∈ {1, 2} and k ∈ {1, 2}, is a
diffeomorphism.

Proof: Since the dimension of the internal dynamics is 2,
we choose two real-valued functions µ1, µ2 to complete the
definition of T similar to [6] :

µ1 := ψ, µ2 := − p

Iz
− lr

2Ixd
. (18)

Next, we check the rank of the Jacobian matrix ∂T
∂x to see

whether it defines a local diffeomorphism. The determinant of
∂T
∂x is given by

−l(x13)4cϕ
2Ixm6d

⟨−dχα1, (dχα2 × σ′)⟩. (19)



Now, this determinant equals zero if and only if any term
in the numerator equals zero. However, by our hypothesis and
Assumption 1, x13 ̸= 0 and ϕ ̸= ±π

2 . Moreover, as in the proof
of Lemma 1, we have ⟨−dχα1, (dχα2 × σ′)⟩ ≠ 0 at x⋆. Thus,
the Jacobian of T is invertible in a neighbourhood of x⋆. By
[16, Proposition 1.2.3], T defines a local diffeomorphism.

The equivalent transformed system after applying T to the
extended system (9) becomes

ξ̇ij = ξij+1

η̇j = ηj+1

ξ̇14 = L4
fα1 + Lg1L

3
fα1ud + Lg2L

3
fα1ur + Lg3L

3
fα1uq

∣∣∣
x=T−1(ξ,η,µ)

ξ̇24 = L4
fα2 + Lg1L

3
fα2ud + Lg2L

3
fα2ur + Lg3L

3
fα2uq

∣∣∣
x=T−1(ξ,η,µ)

η̇4 = L4
fπ + Lg1L

3
fπud + Lg2L

3
fπur + Lg3L

3
fπuq

∣∣∣
x=T−1(ξ,η,µ)

µ̇k = bk(ξ, η, µ)|x=T−1(ξ,η,µ)
(20)

for i ∈ {1, 2}, j ∈ {1, 2, 3}, k ∈ {1, 2} and where bk are
smooth maps. From (20), one can define a regular feedback
of the formudur

uq

 := D−1(x)

−L4
fα1

−L4
fα2

−L4
fπ

+

vξ1vξ2

vη

 , (21)

where (vξ1 , vξ2 , vη) are auxiliary control inputs. Using
Lemma 1 and the regular feedback law (21), the extended
quadrotor model (9) transformed to 3 decoupled chain of
integrators and two-dimensional internal dynamics is given as
follows:

ξ̇11 = ξ12 ξ̇21 = ξ22 η̇1 = η2 µ̇ = b(ξ, η, µ).

ξ̇12 = ξ13 ξ̇22 = ξ23 η̇2 = η3
ξ̇13 = ξ14 ξ̇23 = ξ24 η̇3 = η4
ξ̇14 = vξ1 ξ̇24 = vξ2 η̇4 = vη

(22)

Since (22) is a partial linear system, designing a controller for
the linear subsystems is straightforward. For the ξ-subsystem,
we design the following linear controller:

vξ1 = −
4∑
i=1

kξ1iξ1i, vξ2 = −
4∑
i=1

kξ2iξ2i, (23)

for some strictly positive gains kξ1i and kξ2i, i ∈ {1, · · · , 4},
which renders the resulting closed-loop linear system Hur-
witz. We underscore that by stabilizing the origin of the ξ-
subsystem, the system state converges to the set Γ⋆. Similarly,
a linear control law is designed for the η−subsystem

vη = −kη2 (η2 − η̇ref1 )− kη3 (η3 − η̈ref1 )− kη4 (η4 −
...
η ref1 )

(24)
for some appropriate gains kηi for i ∈ {2, 3, 4} to ensure
stability.

Next, we show that the internal state µ ∈ R2 remains
bounded under bounded adversarial attacks.

A. Internal Dynamics

The internal dynamics of the uncontrolled µ-subsystem is
as follows:

µ̇1(ξ, η, µ) = ψ̇ =
1

cθ
(qsϕ + rcϕ)

∣∣∣∣
x=T−1(ξ,η,µ)

,

µ̇2(ξ, η, µ) = − lx13
2IxIz

+
lkrr + pql(Iy − Ix)

2IxIzd
+

krp+ 2A(t, xq)l + qr(Iz − Iy)

IxIz

∣∣∣∣
x=T−1(ξ,η,µ)

.

(25)
We now prove the boundedness of internal dynamics:

Lemma 3. If the quadrotor system has bounded control
inputs (uf , ur, uq) ∈ R3 and Assumption 1 holds, then the
derivatives of the internal states, i.e., µ̇1 and µ̇2 given in (25)
are bounded. Also, µ2 is bounded.

Proof: It can be shown that bounded control inputs imply
bounded body rates p, q, r. By Assumption 1, the system is
bounded away from singularities (ϕ, θ = ±π/2). From (25),
we get

|µ̇1| ≤
∣∣∣∣ 1cθ

∣∣∣∣ (|q|+ |r|) ,

|µ̇2| ≤
l|x13|
2IxIz

+
lkr|r|+ |pql(Iy − Ix)|

2IxIzd
+

kr|p|+ 2|A(t, xq)|l + |qr(Iz − Iy)|
IxIz

,

|µ2| ≤
|p|
Iz

+
l|r|
2Ixd

,

(26)

which are bounded because the body rates p, q, r, the thrust
forces f1, f3, f4, and the adversarial signal A are all bounded.

We are now ready to prove the main result.

Theorem 1. (Main Result) Given the extended system (9), the
virtual output function (14), an adversarial attack signal A de-
fined in Definition 3, the regular feedback given in (21) along
with the controllers in (23), the path following manifold Γ⋆

given in (12) is asymptotically stable and forward-invariant.

Proof: The feedback transformation (21) is well-defined
in a neighbourhood of the path-following manifold Γ⋆. By
Lemma 2, the function T is a diffeomorphism of a neigh-
bourhood of Γ⋆ onto its image. In (ξ, η, µ) coordinates, the set
Γ⋆ becomes T (Γ⋆) = {(ξ, η, µ) : ξ = 0}. The ξ-subsystem
in (22), after the feedback transformation, is linear time-
invariant, and the feedback (23) makes the set Γ⋆ exponentially
stable. Thus, for any x(0) close to Γ⋆, or equivalently, for any
ξ(0) close to 0, ξ(t) → 0 exponentially. Therefore, T (Γ⋆) is
exponentially stable, and since T is a local diffeomorphism,
this implies that Γ⋆ is exponentially stable as well and hence,
is asymptotically stable and also forward-invariant.

It is immediate to see that stability of Γ⋆ implies that the
output of the system converges to the set γ, i.e., ∥y(t)∥γ → 0,
as t→ ∞, and by construction, γ becomes a forward invariant
set. Hence, Problem 1 is solved in the presence of bounded



Fig. 1. Quadrotor following the path

adversarial attacks. Moreover, the controller (24) makes the
quadrotor follow a desired speed profile along the path, even
in the presence of adversarial attacks.

VI. NUMERICAL SIMULATION

We assume, without loss of generality, that rotor two is
under a bounded attack and the quadrotor has a weight-to-
thrust ratio of 1 : 4, i.e., each propeller is capable of producing
at least 8N of force [17]. It is assumed that the rotors cannot
produce negative thrust, hence the actuator limits are between
zero and eight, i.e., fi(t) ∈ [0, 8] for i ∈ {1, 3, 4}. The mass
of the quadrotor is 1.1 kg and the inertias of the quadrotor
are Ix = 0.0020066 kg.m2, Iy = 0.0020038 kg.m2, Iz =
0.0013323 kg.m2. The length of each arm of the quadrotor
is l = 0.2656 m.

The desired path is a non-closed curve given by γ ={
y ∈ R3 : y2 − cos y1 = 0, y3 + 4 cos y1 − 8 = 0

}
, and the

adversarial signal is dependent on both time and system state
xq = (xI , yI , zI), namely A(t, xq) = 0.1t + sin zI . We
highlight that the system only knows the instantaneous value
of A(t, xq) using a speed sensor attached to each motor
of the quadrotor and not the whole attack model. Using a
known motor constant km and the measured motor speed
ωm, one can measure the force exerted at the i-th motor
by fi = kmωm. Moreover, we assume 10% of parametric
uncertainty in the quadrotor’s inertia and 2% of uncertainty
in mass. A small uncertainty in mass is considered because
the mass of the quadrotor can be accurately measured within
grams. On the other hand, the system’s inertia is difficult
to measure accurately. Figure 1 shows that the quadrotor
is following the curve starting from an initial position of
xq = (1.5, 0.3.0.5)m despite parametric uncertainties. The
bounded adversarial signal A(t, xq) is plotted against time in
the top plot of Figure 2a. It can also be seen in the remaining
plots of Figure 2a that all the inputs remain bounded and well
within the actuators’ limit of 8N. To watch the animation of
this maneuver, click here.2 Finally, Figure 2b shows the linear
and angular velocities of the quadrotor, and it can be seen
that since the adversarial agent is bounded, the body rates are
also bounded. In summary, the effectiveness of the proposed
controller is shown through successful simulation. In the case
of one rotor completely controlled by an adversarial agent, we

2https://youtu.be/orp1g-pIFrM

(a) Adversarial agent, input forces,
torques, and thrust forces

(b) Quadrotor’s velocities

Fig. 2. System’s input and velocities

have shown that even in the case of parametric uncertainties,
the system can follow the given path accurately.
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